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Mission Statement

The Office of Cyber Defense Coordination serves as the primary focal point for cybersecurity
strategy, policy, planning and coordination for the State of Nevada.

Primer

A healthy cyber community depends on an open, robust, thought provoking, and thought-
provoking dialog between community members at all levels. Public and private partners
each bring their own diverse perspective and strengths to the table. OCDC, in our role as a
focal point for enhancing cybersecurity for all partners, will continue to expand and
leverage relationships throughout the State.

Current and future relationships with public and private partners will pay dividends as
OCDC assumes its role in prescribing and reviewing cyber-incident response plans for all
political subdivisions. The subsequent establishment, review, adoption, and exercise of
flexible and adaptable cyber-incident response plans by partner organizations will
prepare the community as a whole to prevent, counteract, and successfully respond to
future cyber-incidents.

Guiding Principles

The Nevada Office of Cyber Defense Coordination is guided by Nevada Revised Statute
(NRS) 480.900-480.950. Specifically, OCDC is charged with meeting the following:

1. Prevent adverse cyber-incidents throughout the State of Nevada by acting as a
conduit for best practices and lessons learned to flow through to partnering
organizations.

2. Enable the response process by prescribing relevant incident response plan
requirements, auditing plans for compliance and conducting exercises to strengthen
those plans.

3. Enable organization’s ability to counteract malicious cyber-actors by coordinating
resources and technical experts to organizations.

Public Safety

Based on guidance set forth in NRS 480.930 OCDC has outlined the following
strategic pillars for the 2020-2022 biennium.

Threat Identification / Prevention - OCDC will work with community partners to share
cyber lessons learned, cyber threat intelligence, and current threat mitigation techniques
to better identify and prevent threats to and attacks on the security of information systems
in the State of Nevada.

Incident Response - OCDC is at the forefront of helping Nevada'’s political subdivisions
prepare and complete dynamic, flexible, cyber-incident response plans. These living
documents will better prepare State entities to contain, eradicate, and recover from a
cyber incident.

Partner Collaboration - OCDC will continue to coordinate information, intelligence, and
resource sharing throughout the State by leveraging ever-evolving partner relationships.
This will enhance the voluntary sharing of information and collaboration amongst
appropriate state, local, and federal entities.

Cybersecurity Investment - OCDC will ease the confusion and frustration associated
with cybersecurity investing by identifying cost effective alternatives which provide
comparable security, aid in the identification of shortfalls, and help partners find the most
appropriate means to protect critical infrastructure, their assets, and maintain their
bottom line.

Milestones and Challenges

Milestones
e Establish an incident response plan baseline which partners can utilize to create
their own custom plans.
e  Provide clear, obtainable, guidance for the creation, review, implementation, and
exercise of incident response plans.
e Track and report progress on compliance with NRS 6034, which identifies the CIS
top 20 controls as a baseline security framework for the Executive Branch.

Challenges

e  Cybercrime is evolving daily and there is literally no end in sight, as the threat
evolves our partners and OCDC will need to remain nimble and work toward a
greater ability to be more proactive than reactive.

e  Cybercrime pays and is starting to pay more often and in larger amounts. There are
multiple accounts of organizations paying ransoms, or Business Email
Compromise, and similar cybercrimes that result in big paydays.

e Collaboration between state, local, public, and private partners. Tearing down silos
and getting organizations to share cybersecurity intelligence and information will
prove to be key in protecting the State of Nevada and its interest.
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Encourage adoption of an industry standard cybersecurityframework acrose
the state, i.e. NIST, CIS, I1SO, etc.

Standard frameworks provide SLTT, and private partners with a repeatable methodology to
harden enclaves, prevent incidents, and reduee risk.
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Encourage investments in proven, cost-effective, cybersecurity technologies
and resources; leverage partnerships, economies of scale, and cyber expertise
and industry knowledge to maximize financial cybersecurityexpenditures.

Fiscally responsible cyber investaments thatimprove access to tools and resources throughout
Nevada.
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